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Local Registration Agent and Sponsor
Question Bank

	#
	Question
	Response

	1
	If you suspect a privacy breach or security incident you are responsible for:
A. Reporting the incident immediately to my Privacy Officer, Security Officer or eHealth Ontario (if I am unsure of whom my Privacy Officer/Security Officer is).
B. Deleting the log of inappropriate access.
C. Destroying evidence in order to contain the incident.
D. Reporting the incident once it has been confirmed to be an actual breach.

	Correct- if the privacy breach or security incident is suspected or confirmed you must immediately report it to your organization’s or practice’s Privacy Officer or Security Officer; if you are unsure of whom your Privacy Officer or Security Officer is, contact eHealth Ontario. 

	2
	When storing confidential information on laptops and mobile devices you should use approved encrypted devices and only store the minimum amount of information that is necessary. 
A.	True
B.	False
	Correct- you must protect confidential information at all times.

	3
	Users may be registered on the Provider Portal for research.
A. True
B. False

	Correct – Clinical End Users may only be enrolled in the Provider Portal to provide or assist in the provision of health care. Technical Staff may only be registered to provide technical support. Access is not allowed for research purposes.

	4
	I have confirmed that a user is authorized to use the Provider Portal but I still need to revalidate.
A. True
B. False

	[bookmark: _GoBack]Correct- If the user’s identity has already been verified in accordance with AL2 requirements and you have ensured that the user was authorized, you do not need to revalidate.

	5
	The following are required by a Local Registration Agent for enrolling a user to the Administration Portal:
A. Completed End User Enrollment Form B, signed End User Agreement, approval from Sponsor.
B. Completed End User Enrollment Form B only.
C. Completed End User Enrollment Form B and approval from Sponsor only.
	Correct- Completed End User Enrollment Form B, signed End User Agreement, approval from Sponsor for a defined purpose are requirements for enrolling a user to the Administration Portal.


	6
	Personal health information that should be kept confidential may include an individual’s:
-	name
-	diagnosis
-	clinical progress
A. True
B. False

	Correct- Personal health information is any identifying information about an individual that relates to physical or mental health or provision of health care for the individual.


	7
	If you knowingly view an individual’s personal health information in Ontario’s Electronic Health Record and you are not providing the individual with health care, you may be subject to the following consequences: 
–	Loss of access to Ontario’s Electronic Health Record
–	Termination 
–	Regulatory fines to you personally
A. True
B. False 
	Correct- You may be subject to disciplinary actions as a result of inappropriate viewing of personal health information (which is a privacy breach).
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