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	Question
	Response

	1
	A co-worker is called away for a short errand and leaves his computer logged in with his username. He asks you to take over completing the task he was working on. What should you do?
· Log your co-worker off and log in under your own user name and password.
· To save time, continue working under your co-worker’s user name.
· Wait for your co-worker’s return to disconnect himself.

	Correct - You must use your own login and password. Remember to log out once you are done!


	2
	If you suspect a privacy breach or security incident you are responsible for:
A. Reporting the incident immediately to my Privacy Officer, Security Officer or eHealth Ontario (if I am unsure of whom my Privacy Officer/Security Officer is).
B. Deleting the log of inappropriate access.
C. Destroying evidence in order to contain the incident.
D. Reporting the incident once it has been confirmed to be an actual breach.
	Correct - If the privacy breach or security incident is suspected or confirmed you must immediately report it to your Privacy Officer or Security Officer or eHealth Ontario.

	3
	There is no real risk associated with discussing a patient’s health information you saw at work today on the subway with a fellow coworker if you do not mention the patient’s name.
A. True
B. False

	Correct- You should not discuss personal health information in public places.


	4
	Your organization has issued you a mobile device which you bring home regularly. Your son wishes to use the device and says it will be easier if he has the password.  What should you do?
A. Passwords can be shared with family members but should not be shared with other staff.
B. Passwords should not be shared with another person, including family members.
C. Technically, passwords should not be relayed to anyone but no one will find out and you trust your son, so it is okay to share the password.
	Correct- It is a security violation to share your login. You are accountable for any activity that occurs under your name.

	5
	You recently had some lab work completed and would like to view a copy before you go to the doctor. Would viewing your record in Ontario’s Electronic Health Record cause a privacy breach?
A. No. Because you have access to Ontario’s Electronic Health Record and it is your information.
B. Yes. You must only access personal health information to perform your job.

	Correct- A formal access request to personal health information must be submitted.


	6
	When storing sensitive information on laptops and mobile devices you should use approved encrypted devices and only store the minimum amount of personal health information that is necessary. 
A. True
B.  False

	Correct- You must protect personal health information at all times.

	7
	Personal health information that should be kept confidential may include an individual’s:
-	name
-	diagnosis
-	clinical progress
A. True
B. False

	Correct- Personal health information is any identifying information about an individual that relates to physical or mental health or provision of health care for the individual.


	8
	Which of the following is a violation of a security safeguard with respect to personal health information in Ontario’s Electronic Health Record?
A. Locking your device that has access to Ontario’s Electronic Health Record out of plain view in your car.
B. Logging out of the system or locking the keyboard when stepping away from the workstation.
C. Removing an individual’s name when sharing a screenshot of personal health information to social media.

	Correct- You must not share personal health information from Ontario’s Electronic Health Record with anyone except as authorized and required for your job. Screenshots are not allowed.

	9
	When are you authorized to access personal health information in Ontario’s Electronic Health Record?
A. When you are related to the patient and they have given you their permission to do so
B. If you have approval from your manager and it is part of your job to provide technical or operational support.

	Correct- You must be approved by a sponsor prior to getting access. The purpose of your access must be aligned to fulfil your job responsibilities.

	10
	If you knowingly view an individual’s personal health information in Ontario’s Electronic Health Record and you are not providing the individual with health care, you may be subject to the following consequences: 
–	Loss of access to Ontario’s Electronic Health Record
–	Termination 
–	Regulatory fines to you personally
A. True
B. False 
	Correct- You may be subject to disciplinary actions as a result of inappropriate viewing of personal health information (which is a privacy breach).
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